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Cybersecurity
is becoming
more challenging

Factors most responsible for making cybersecurity
management and operations more difficult

An increase in the number of remote workers accessing

Of organizations say cybersecurity the corporate network and / or applications
has become more difficult over
the last two years

41%

An increase in the threat landscape 38%

An increase in the number of cloud applications 32%
our organization uses °

Source: ESG, The State of Zero-trust Security Strategies, April 2021
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Evolving enterprise architectures is forcing enterprises
to rethink their security approach

Previous Enterprise Architectures Current Enterprise Architecture Complexity
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Source: Scott Crawford, 451 Research, part of S&P Global Market Intelligence




Legacy defenses and security teams face challenges
against advanced threats

Costs and complexity » Missed threats

e Traditional approaches rely on
finding what’s known and can miss
new attacks

Many siloed tools and disjointed
workflows can increase costs

Struggle to keep up

Digital transformation and Today’s threats are extremely complex
cloud adoption have expanded S and automated, humans can have
monitoring needs, but there can be difficulty evaluating many fast-moving
blind spots parts at once

Poor visibility
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How organizations can modernize threat
detection and response

$
e

Eliminate silos

Gain visibility across data
sources — from the cloud
to the core
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Unify workflows

Work without pivoting
between tools

@

Automate work

Let machines do the heavy lifting
— whether mundane tasks or
complex analysis



BEFORE

Security analysts typical
workflow complexity

Review open incidents

v

OO 2 Choose highest priority

Triage and investigate incident J

— Investigate in tool 2

Investigate in tool 3

!

— Investigate in tool 4
R d : - .
espon —> Determine validity / severity
Perform root-cause analysis
—> Determine response steps
Mitigation steps
Incident > Build / alter playbook
. ] — i
ERRR. Close incident Respond in SOAR

Source: Forrester Report, Adapt Or Die: XDR Is On A Collision Course With SIEM And SOAR, April 2021
IBM Security / © IBM Corporation 2021

AFTER

Simplified workflow
using QRadar XDR

Open routed incident

Fewer, more accurate alerts
with an open scalable

: : approach

Review root cause analysis

Leverage existing tools and

Execute additional investigation - .
avoid vendor lock in

Add relevant response
Streamlined workflow,

thanks to automation

Pre-built detection and
response so teams can
protect your organization,

expertise

Incident




Future of the Modern SOC

QRadar XDR Plans to acquire ReaQta

ReaQta’s endpoint security solutions leverage Al to help

The industry’s most open
automatically identify and manage threats

threat detection, investigation,
and response solution

O REAQTA

A.l. powered endpoint \/l k

Stay ahead of attackers. Our platform is designed to detect and block J . [
new and unknown threats, from ransomware to sophisticated file-less i
and in-memory attacks.
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IBM Security QRadar XDR, an Open, Connected Approach

1 - Integration with Existing Tools or IBM’s
The industry’s largest Open XDR ecosystem can integrate your EDR,
SIEM, NDR, SOAR and Threat Intelligence, while leaving data where it
is for a complete XDR approach

- Single User Experience across Tools & Teams
Simple XDR workflows, co-designed with experts, help speed up alert
triage, threat hunting, investigation and response

nt - Al Built for Analyst Productivity
Automate the work of enriching, correlating, and investigating
threats with purpose-built Al and pre-built playbooks, including
automated root cause analysis and MITRE ATT&CK mapping

— Adaptable Architecture to Help Avoid Lock-In

Built on IBM Cloud Pak for Security for deployment on premises or on
cloud, and ready for use by security service providers

IBM Security / © IBM Corporation 2021

IBM Security QRadar XDR

Connected XDR workflows

Hunt + Investigate + Triage + Response + Automate

Open source and standards

EDR NDR SIEM SOAR

IBM Cloud Pak® for Security platform
and open integrations

Threat
intel



IBM Security QRadar XDR, an Open, Connected Approach

N

EDR

OREAQTA
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cyberaason

\\QROWDSTRIKE

vmware
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ml windows
QW Defender

More EDR
Integrations
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< QRadar XDR Connect

Connect your tools and automate your SOC using IBM and open third-party integrations

SIEM

IBM Security
QRadar SIEM

splunk >

Azure Sentinel
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Elastic
Search

NDR

IBM Security
QRadar NDR
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Vectra

IBM Security QRadar XDR

Open Source and Standards

SOAR

IBM Security
QRadar SOAR
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Requires QRadar SIEM to integrate
with QRadar XDR Connect

Threat Intel

IBM Security
X-Force
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More Threat Intelligence Integrations

Open Integrations
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Microsoft Azure
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Many More
Open Integrations



IBM Security QRadar XDR Connect

Connect your tools, automate your SOC, and free up time

for what matters most

Gain enhanced insights
while improving threat
detection

Correlate related alerts by connecting
additional telemetry and prioritize threats
to eliminate alert fatigue.

Sep 09, 2021 05:20:03 AM
Abnormal queries to cloud data store

Qu have not been used regularly are sent ta cloud data stare
Related assets
IP 10100199 IP 172.20.18.20

Sep 09, 2021 05:21:11 AM
Data Exfiltration to Unsanctioned Apps
Datects when a Microsoft Cloud App Security reported when a user or IP address uses an app that is nat
sanctioned ta perform an activity that resembles an attempt to exfiltrate information from your arganization.

£ exfitration

Threat Intelligence Insights
Malicious destination IP address .4 TP 128.210.157.251

Related assets

P 10100199 [P 172.20.18.20
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Act quickly with automated threat
investigations and accelerated threat
hunting

Use Al to automate case investigation and correlate data,
allowing more time for strategic imperatives. Improve
prioritization, root-cause analysis and response with MITRE
ATT&CK mapping and contextual intelligence.

Threat Investigator Configuration

Threat Investigator automatically analyzes and investigates
cases to help you make more informed decisions.

"¢y Watson recommends the following response actions: (¢

Block the following IP: 2.56.137.17

1P 2.56.137.17 is external and has a threat intelligence indication on it. There is an event
log which indicates network traffic between 172.16.100.100 and 2.56.137.17

Blacklist the following hash: 5d41402abc4b2a76b9719d911017¢592
A file exists with this hash that has a threat intelligence indication on it. There is an
event log that indicates this file was observed on at least one host

Block the following domain: vpn-serverl.evil.org

A domain exists that has a threat intelligence indication on it. There is an event log of an
internal host that accessed this url and this host has another finding associated to

Response recommendation planned for Q1 2022

Leverage your existing
security tools with an open
approach

Enable your teams to connect
a full range of tools, data and intel feeds to
modernize your SOC.

OPEN CYBERSECURITY
ALLIANCE

10



Next Steps

Simplifying Threat Detection
and Response

for the Hybrid World

01 02

Learn more about Watch the QRadar XDR
QRadar XDR Suite Watch now
ibm.com/qgradar
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https://mediacenter.ibm.com/media/t/1_0ikv4dsw
http://ibm.com/qradar

Thank you

Follow us on:

ibm.com/security

securityintelligence.com

ibm.com/security/community

xforce.ibmcloud.com

@ibmsecurity

youtube.com/ibmsecurity
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